OEMNAPTAMEHT OBPA3OBAHUNA N HAYKIN KPACHOOAPCKOI'O KPAA
NMPNKA3
oT 24 anpens 2012 roga N 3325

OB YTBEPXOEHMM KOHUEMUMN NHOOPMALIMOHHOWM BE3OMACHOCTU
OBPASOBATEJTIbHbIX YYPEXXOEHN KPACHOOAPCKOIO KPAA

B cooTtBeTcTBUKM ¢ DPeagepanbHbiM 3akoHoMm oT 27.07.2006 N 152-93 "O 3aumre
NepcoHasnbHbIX AaHHbIX", C Uenbl MNPUHATUA Mep Mo 3aumTte CBedeHUM,
obpabaTtbiBaeMblX C WCMOMb30BaHNEM CpPEACTB aBToMaTmM3aumm, Tak u 0es
NCMONb30BaHUS TakKux  cpencTts B obpasoBaTernbHbIX  YYPEXOEHUAX
KpacHogapckoro Kpasi npukasblBato:

1. YTBepauTtb KoHuenuuo nHdopmaumnoHHon 6esonacHoCcTn obpasoBaTesibHbIX
yypexaeHnn KpacHogapckoro kpas (Mpunoxexue N 1).

2. Otgeny uWHGOPMaUNOHHO-TexHMYeckoro obcnyxmBaHua Y KK LleHTp
yKpenrneHus  matepuanbHo-TexHundyeckon  6asbl  obpasoBaHua  (IMonsdkos)
opraHu3oBaTb  MNpoBedeHMe  COBellaHUS-CeMuMHapa C  npeacTaBuUTenaMu
MyHULUMNANbHbLIX OpraHoB  ynpasrieHnss obpas3oBaHus, roCydapCTBEHHbIX U
MyHUUMNanNeHbIX ObpasoBaTenibHbiX  yupexaeHun KpacHogapckoro kpad  no
NMHJpopMaLMOHHOM 6e30MacHOCTMI.

3. TocyaapCTBEHHbIM M MyHMUMNANbHbIM 06pa3oBaTENbHBIM  YUYPEXOEHNSAM
KpacHogapckoro Kpasi NpuHATb Mepbl Mo obecnevyeHuto Tpebyemoro ypoBHS
NMHJpopMaLMOHHOM 6e30MacHOCTMI.

4. PykoBoguTensamM MyHAUMMNArNbHbIX OPraHoB YynpaefeHuss obpas3oBaHUEM
KpacHogapckoro Kpasi Ha3HauuTb OTBETCTBEHHbIX 3@  WHMOPMAaLMOHHYHO
6e3onacHocTb 0bpasoBaTerbHbIX Y4pexaeHu MyHULnansHoro obpasoBaHus.

5. KOHTpOnb 3a WCNOMHEeHMeM HacCTOSLWEero npukasa BO3JIOXKMTb Ha
3amecTuTens pykosogutena genaptameHta H.E. banpayHoro.

PykoBoguTens genaptaMmeHTa
T.N.XNOMNOBA

NMpunoxenune N 1. KOHUENUUA
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WH®OPMALIMOHHOWU BE3OMNMACHOCTH
OBPA30OBATE/bHbIX YYPEXOEHUW
KPACHOOAPCKOI'O KPAA

[Mpunoxerne N 1

K npukasy

aenaptameHTa obpasoBaHMs U HayKu
KpacHogapckoro kpas

YTBEpXKOato:

PykoBogutens genaptameHTa
obpasoBaHusa U Hayku
KpacHogapckoro kpas
T.MN.XINOMNOBA

KOHUEMUMA MHOOPMALIMOHHOW BE3OMACHOCTWM OBPA3OBATEJIbHbIX
YUPEXOEH/M KPACHOOAPCKOIO KPAA

1. OOLwWKMe nonoxeHus



KoHuenuua uHdgopmaumnoHHon 6e3onacHocTn obpasoBaTeribHbIX YYpexaeHuUn
KpacHogapckoro kpass (poanee - KoHuenuud) paspabotaHa Ha OCHOBE
denepanbHbix 3akoHoB "O nepcoHanbHbiX AaHHbiX', "O6 obpasoBaHun", "O6
NMHJpopMaL MK, MHAPOPMALMOHHBIX TEXHOSOMMAX U O 3amTe Hdopmaumn” ¢ y4eTom
pekoMeHgauun no nposegeHuo paboT B NoaBeaoOMCTBEHHbIX PocobpasoBaHuto
yypexageHmsax no obecneyeHnio 3awmTbl MHOPMAaLMOHHBLIX CUCTEM NEPCOHANbHbIX
AaHHbIX.

[Mog  wHopmaumoHHOW  Be30MacHOCTbK  yupexaeHun  obpasoBaHUA
KpacHogapckoro kpasi MOHMMAaeTCst COCTOSAHME 3alUMLIEHHOCTU MNepCOHanbHbIX
OaHHbBIX N MHOW MHEpOPMAaLIMN OrPaHMYEHHOrO 4OCTYNa OT BHYTPEHHUX U BHELUHMX

Yrpos.

KoHuenuus onpegenset OCHOBHbI€E HanpaBneHns AeATenbHOCTH
aenaptameHTa obpasoBaHuMa w©  Hayku KpacHogapckoro kpas (ganee -
[enaptameHT) n yupexaeHnn obpasoBaHunst KpacHogapckoro kpasa (ganee - YO) no
YCTPaAHEHUIO NMOTEeHUMarnbHbIX Yrpo3 B MHJOPMaLUMOHHOM cdhepe, COOepXUT Lenu,
3ajadym M NPUHUMNBLI  OOCTWXKEHMS Tpebyemoro YypoBHA  MHGOPMALMOHHOW
6esonacHocTK, onpegenser Buabl Yyrpo3 ©e3onacHOCTM  MHGOpPMauun w
NMHPOPMaLMOHHbIE pecypcChl, Noanexalume 3almTe.

KoHuenuuna cry>xnt ocHoBOW AJ1A:
doopMMpoBaHUSA OpraHM3aLMOHHOW OCHOBbI CUCTEMbI 3aLLMTbl MHdOpMaLInK;

NPUHATMS YNPaBEHYECKUX PeLleHnn 1 pa3paboTKn MpakTUYEeCKUX Mep no
peanusauun NONMUTUKN MHAOPMALIMOHHOM ©e30nacHOCTU, BbipaboTKM KoOMMnekca
COrMacoBaHHbIX Mep, HanpaBliEHHbIX HA BbISIBNEHWE, OTPa)KeHUe U NMKBMOALUO
NOCNEeACTBUIN peanu3aummn pasnuyHbIX BUAOB Yyrpo3 6e3onacHocTy MHopMaLuu;

doOpPMUPOBaHNA KpaeBOW OTPaACSIEBON CUCTEMbI HOPMATUBHBIX LOKYMEHTOB MO
3alumTe NepcoHarnbHbIX AaHHbIX;

dOpPMUPOBaHNA M peanu3auns eauHoOM TEeXHUYECKOM NOMMTUKM B obnacTtu
obecneveHns nHdopmMaLMoHHOM 6e30MnacHOCTY;

KoopanHaumm peatenbHocTu [enaptameHta M YO no obecne4vyeHuto
6e30nacHOCTM NepCOoHarbHbIX AaHHbIX M MHOPMaUUM OrpaHUYEHHOro 4OCTyna B
pacrnpeaeneHHbiX MHPOPMAaLMOHHBIX CUCTEMAX.

MeponpuaTtus no obecnevyeHno MHGPOPMaLMOHHON Ge30nacHOCTU SABNSAKOTCS
COCTaBHOM 4acTblo pgesatenbHocT [enaptameHta M YO ©n OOMKHbI
OCYLLECTBJSIATLCA HA NOCTOSIHHOM OCHOBE BO B3aMMOCBA3W C OPYrMMU MepaMu Mo
obecrneyeHno YCTaHOBIIEHHOIO pexuma  PYHKLMOHUPOBAHUS  MHAOPMAaLMOHHBIX
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CUCTEM.

[MonoxeHus KoHuenuuu [OimkHblI  yduTbiBaTbca YO npu  paspaboTtke
BHYTPEHHUX  OOKYMEHTOB B  obnactm  obecnevyeHns  nMHGOPMaLMOHHOWM
6e30nacHOCTM NepCoHarbHbIX AaHHbIX W 3awmTbl MHOpMaLMM OrpaHNYEeHHOro
AocTyna.

1.1. Ponb u mecTto nHpopMaLMOHHON Ge30nacHOCTU NepcoHaribHbIX
AaHHbIX B cucteme obpasoBaHua KpacHogapckoro Kpas



LLInpokoe BHegpeHue WHMOPMAaLMOHHBLIX TexHosrormn B cdepy obpasoBaHus
MNOBMEKNO 3a CoDOW yCuUreHne posiv  aBTOMATU3UPOBAHHbLIX CUCTEM B
noscegHeBHon pabote YO u cuctembl obpasoBaHust KpacHogapCKoro kpas B
LLerioMm.

[MoBcemecTHOe co3gaHne 6a3 [aHHbIX Yyvawuxcsa W npenogaBaTtenen,
HarnonHeHne 6a3 AaHHbIX WHGOopMauven o6 ycneBaemMoCTW, KOHLEeHTpauus
yKaszaHHblXx 0a3 Ha MyHMUMMNANbHOM U PErvoHarbHOM YPOBHE  OTKPbINU
noTeHUManbHble BO3MOXHOCTU AN HapylMTens no Kpaxe, moauduvkauum mnm
YHUMTOXEHMIO MHCpOpMaLIUMM OFrpaHUYEHHOrO AOCTYNa B 3HAYUTENbHbLIX 00 bemax.

Ye Ha [OaHHOM 3Tane  uHdopmaTtulauum CUCTEMbl  0bpasoBaHus
KpacHogapckoro kpasa gectadbunusaumnsa nHdopmMaunoHHbIX cuctem [lenaptameHTa
n YO MOXeT MNpMBECTM K HapyLEeHWO U Aaxe OCTaHOBKE 0ob6pasoBaTerlbHOro
npouecca.

HeobxoaumMocTb  ycuneHus ponm  nHopMauuoHHOM  6e3onacHocTM B
obpasoBaTenibHOM MnpoLecce Takxke MNOAYepKMBAETCHA Mpoueaypor npoBedeHUd
EovHoOro rocynapcTBeHHOro 9k3ameHa, 3(pdeKTMBHOCTb KOTOPOro Harpsimyro
3aBucuT OT obecnevyeHust UHGOPMALMOHHOM ©e30NacHOCTM  KOHTPOSbHbIX
N3MepUTESIbHbIX MaTepuasoB 40 1 BO BPeEMS NMPOBELEHUSA dK3aMeHa.

OgHMM 13 npuopuTeToB pasBUTUA MHGOPMaLMOHHON cdepbl Poccuimnckom
depepaumn ABNSETCA 3awmTa npaB U MHTEpecoB AeTen B ceTun WHTepHer.
3apaden [denaptameHta n YO saBnsietca He TONbKo obecnedeHne Ge3onacHOoro
AOCTyna HECOBEPLUEHHOMETHMX K pecypcaM BCEMUPHOM CeTU B Xxode
obpasoBaTtenLHOro npouecca, HO W 00y4YeHMe nogpacTarowero MnoKoneHus
npasunam 6esonacHoun padoTbl 1 6e3onacHoro obweHust B cetu IHTepHeT.

[pyn npoBegeHUn rocyaapCTBEHHOrO KOHTPOSA 3a 06paboTKon nepcoHarbHbIX
OaHHbIX OTBETCTBEHHbIMW (begepanbHbiMK  crnyxbamu (K TakuM  OTHOCAT
PockomHansop, ®CTOK u PCB) moryt ObiTb BbISIBfiEHbl HECOOTBETCTBUS
npoueccoB 06paboTkM WM 3aWwMTbl NEpPCOHamNbHbIX AaHHbIX B YO, 4TO MOXeT
noBfeyb 3a COOOM  aOMUMHUCTPATUBHYKD OTBETCTBEHHOCTb  BMfOTb A0
npuocTaHoBkM aeatensHocTn YO.

O600WwmB BCe BbllECKa3aHHOE, MOXHO CcKkasaTb 00 YyCUreHun poru
NHpopmaumoHHon 6esonacHocTn B pabote YO m HeobxoguMMoCTU ageKkBaTHOrO
YBENMMYEHUSA BHUMAHNS K 9TOMY BOMPOCY CO CTOPOHbI PyKOBOACTBA U COTPYLAHMKOB
YO.

1.2. O6BbeKTbI 3alUThbI



Ob6bektammn 3aumtbl B YO 4BMSAKOTCSA NEepcoHarnbHble [OaHHble U UHas
NHpopMaLmMs OrpaHNYEeHHOro [O0CTyna, MaTepuarnbHble HOCUTENM U cpencTtBa
06paboTKM NepcoHanbHbIX AaHHbIX U UHOW MHAOPMAaLLMM OrpaHUYEHHOrO 40CTYNa, a
TakKXe Nosib3oBaTeny MHAPOPMAaLMOHHBIX CUCTEM U 0B Cy>XMBaKOLLMIW NepCcoHarn.

K nHdopmanmm orpaHM4eHHOro 4ocTyna OTHOCAT:

nodyo MHGOPMaL MO, OTHOCSLLYHOCS MPSMO UMM KOCBEHHO K ornpenerneHHOMY
nnm onpegensemomy d¢mamMdeckomy numuy (CyObekTy nepCcoHarnbHbIX AaHHbIX)
(manee - nepcoHarnbHbIe AaHHbIE);

KOHTPOJIbHbIE  U3MEPUTESIbHbIE MaTepunaribl EaovHoro rocyaapcCtBeHHOIo
9K3aMeHa;

KOHTPOJSbHbIE M3MEePUTENbHbLIE MaTepuarns! 3k3ameHoB Y O;

CBEOEHUS O Hay4yHOM W HAy4YHO-TEXHUYECKON OEeATEeNbHOCTU y4yalmxcs U
npenogasaTenen 4o odmumanbHON NyonMKaumm Nx B OTKPbITbIX MCTOYMHUKAX;

MHYIO MHGOPMALMIO, AOCTYN K KOTOPOW OrpaHMYMBAETCS MO  PELLEHMIO
pykoBoacTea YO.

Ob6bekTamm 3aWLmThl ABNSOTCS NEPCOHarbHble AaHHble CrieayloLmX KaTeropui
CYObEKTOB:

yyaupecs YO 1 ux poaCcTBEHHUKM;
coTpyaHukn [lenaptameHta n YO, a Takxe YneHbl UX CEMEN.

BBuay Toro, 4To NepcoHanbHble aHHble 0bpabaTbiBalOTCA U HAKanMBakTCS C
nomoLpto IBM, OCHOBHbIM OOBEKTOM 3aWmTbl ABNSAOTCA MHAOPMAaLMOHHbIE
cUCTeMbl nepcoHasnbHbIX AaHHbIX (ganee - WCTIOH), B coCTaB KOTOPbIX BXOAAT
aBTOMaTM3NpPOBaHHble paboyne mecTa (ganee - APM) nonb3oBaTesnien CUCTEMBI,
cepsepa, KOMMYyTauMOHHOe obopyanoBaHue, 6asbl JaHHbIX, CUCTEMbl XpaHeHUs
nHdopMaL M, CUCTEMHOE U MpPUKITagHoe nporpaMmMHoe obecnedeHve u gpyrue
cpencTBa BblYMCITUTESNTBHON TEXHUKN.

B cootBetctBMM Cc 4. 1 cT. 1 152-03 "O nepcoHanbHbIX AaHHbIX"
nepcoHarnbHble OaHHble, obpabaTbiBaemble 6e3 UCMNoNb30BaHUS CpeacTB
aBTOMaTM3auun, SBMASKOTCS OOBEKTOM 3almTbl, €CiM XapakTep paboTbl C HUMMK
MNO3BOSSIET OCYLIECTBMATL B COOTBETCTBUM C 33a4aHHbIM anrfOPUTMOM MOMCK
NepcoHarnbHbIX JaHHbIX (darnee - KapTOTEeKM NepcoHarnbHbIX AaHHbIX).

2. OCHOBHbIe Uenu un 3agaum obecneyvyeHus



UH(OpPMaLMOHHOM 6e30NacCHOCTN NepPCOHaNbHbIX AaHHbIX

2.1. lenu obecneyeHnsa nicpopmauMoHHOM 6e3onacHoOCTHU
NnepcoHanbHbIX AaHHbIX

OCHOBHbIMK  LensIMKU  OesTenbHOCTM Nno  obecneyvyeHnto  MHAOPMaLMOHHON
©e30nacHOCTU NePCOoHarnbHbIX JaHHbIX ABMNSOTCS:

3awmTa npae rpaxgaH B cdepe obpasoBaHua U obecrnevyeHne CBSA3aHHbIX C
9TUMM NpaBamMu rocygapCTBEHHbIX rapaHTui;

3alinTa nepcoHalibHbIX AaHHbIX y4alWUXcA U COTPyAHUKOB YO,
nosblLLeHne 3C*)C*)GKTI/IBHOCTI/I NCNnosb30BaHNA COBPEMEHHbIX I/IHC*)OpMaLI,I/IOHHbIX

TexHorormm - I/IHC*)OpMaLI,I/IOHHbIX CUCTEM nNepCoOHalibHbIX AOaHHbIX - B XOoAde
06pa303aTeanoro npowecca.

2.2. 3apaum obecnevyeHnsa uHpopmauMoHHOMN 6e30NacHOCTHU
nepcoHanbHbIX AAHHbIX



3agayamn gesTenbHoCcTM No obecneyeHuto MHgopmaumoHHon 6e3onacHoOCTH
NepCoHarbHbIX JaHHbIX ABNSKTCS:

co3gaHue eauHon cuctembl MHAOPMAaLMOHHOW 6e30nacHOCTU, BKIOYAOLWEN B
cebsa obwmn noaxod K MOCTPOEHUD CUCTEM MHAOPMaLMOHHOM 6Ge30nacHOCTU
oTaenbHblx YO n [lenaptameHTa o6pasoBaHns U HayKu;

KoopavHaumsa  gesaTenbHOCTM  no  obecnedeHno  MHAGOpMaLMOHHON
6e3onacHocTu denaptameHta n YO,

noagepaHme cuctembl obecneveHust MHdopmaLMoHHOM 6e3onacHocTu B
COCTOSIHMM, YCTOMYMBOM K CYLUECTBYHOLIMM W BHOBb BbISIBIIIEMbIM yrpo3am B

MHJpopMaLMOHHOM Ccdoepe;

pa3paboTka n BHegpeHME B MHGOPMALIMOHHYIO MHAppacTpyKTypy [enapTameHTa
n YO coBpeMeHHbIX MeToAoB U cpeactB obecneyeHust MHGOpPMaLMOHHOM
©e3onacHoOCTU;

OpraHuM3aLmnss KOHTPOMSA COCTOSHUA W OLEeHKM 9ddEeKTUBHOCTU CUCTEMBI
MHopMaLIOHHON Ge30MacHOCTU U peanuaaLmsa Mep Mo ee COBEPLIEHCTBOBAHWIO;

NOBbILLEHVWE OCBEOOMIIEHHOCTU Mosnb3oBaTenen WHAPOPMALMNOHHBIX CUCTEM
NepcoHanbHbIX  AaHHbIX B  Bornpocax obecneyeHnss  MHGOPMALMOHHOM
6e30MacHOCTM NepcoHarbHbIX AaHHbIX;

npeaynpexgeHne, BbISIBEHWE W paccriegoBaHMe WHUMOEHTOB B obrnacTtu
NMHJpopMaLMOHHOM 6e30MacHOCTMI.

3. Yrpo3bl UHhopMaLUMOHHOU 6e30NacHOCTHU
nepcoHanbHbIX AAHHbIX

[Mog yrposzamn MHGOPMALMOHHON 6e30MacHOCTU MOHMMAETCHA COBOKYMHOCTb
YCINOBUN N PaKTOPOB, CO34aloLLMX MOTEHUNAnbHy UnM peanbHO CYLUECTBYIOLLYIO
OMaCHOCTb, CBSA3a@HHYID C YTEYKOM MHGOpMaLUM NyTeM HeCaHKLMOHUPOBAHHbLIX
n/vnn HenpegHaMepeHHbIX BO34ENCTBUN Ha Hee.

B cootBetrctBMM C¢ n. 8 [lopagka npoBedeHUs  Kriaccudmkauum
MHJPOPMALIMOHHBLIX CUCTEM MEPCOHArbHbIX AaHHbIX <1>, yrpo3bl MHGOPMALMOHHOMN
6esonacHocTn B YO Mo Mx OyHKUMOHANbHOW HanpaBfieHHOCTU NoapasgaendtoTcd
Ha:




<1> YT1BepxaeH [pukazom PCTIK Poccuun, PCH Poccuun, MnHmHdopmcesaam
Poccuu o1 13 deBpansg 2008 roga N 55/86/20

yrpo3bl KOHMOEHUMANBHOCTN MEePCOHarnbHbIX AaHHbIX, Bblpaxaroupecs B
opraHuM3auun nepexsarta, XULWEHUS (OTKPbITOro, TanHOro) nepcoHasibHbIX AaHHbIX
nnn cpeacTB 06paboTku. Takxke gaHHbIEe Yrpo3bl MOryT ObITb CONPSXKEHbI C YTpaTomn
(HeyMbILLEHHOM NoTepen) NepcoHarbHbIX AaHHbIX, MO0 cpeacTs 06paboTky;

yrpo3bl LLEeNOCTHOCTN NEePCOHarnbHbIX OaHHbIX, BblpaXalolwmecsl B OpraHn3aumm
HECaHKLIMOHUPOBAHHOTO YHUYTOXEHUS, UCKaXeHMs1 MHdopMauumn. Takxke AaHHble
Yrpo3bl COMPSPKEHbI C HapYyLLEHMEM YCTAHOBIEHHbLIX PEXMMOB paboThbl annapaTHo-
NporpaMMHbIX cpeacTB 00paboTkM NEPCOHanNbHbIX AaHHbIX;

yrpo3bl  OOCTYMHOCTM  WMH(popMaumu, Bblpaxawouwpecss B opraHuM3auum
610KMpPOBaHUA JOCTYNA K NepcoHarbHbIM SaHHbIM U cpeacTeam obpaboTKu.

3.1. Buabl yrpo3 nHcpopmaumMoHHON 6€30nacHOCTU NepcoHarnbHbIX
AaHHbIX

Yrpo3bl  MHGopMaumoHHon  6e3onacHocTM YO no  ux  npegmMeTHOMm
HanpaBieHHOCTU NoapasaensaTcs Ha:

Yrpo3bl MHJOPMALMOHHLIM CUCTEMAaM MEPCOHarbHbIX JaHHbIX;
yrpo3bl MHGOPMaLMOHHOM MHApacTpyKType denaptameHta n YO,

yrpo3bl npaBam rpaxgaH B cdepe obpasoBaHus (B TOM 4ucre npaBam W
NHTEpecaM HeCOBEPLLUEHHONETHUX).

3.1.1. Yrpo3bl MHpOpMaALMOHHBIM CUCTEMAM NEepPCOHasIbHbIX AaHHbIX
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Yrpo3bl MHHOPMAaLIMOHHBIM CUCTEMAaM MNPOSIBIIAOTCS B BUAE:

OCYLLECTBIEHNA HecaHKuMoHupoBaHHoro poctyna Kk WCIIOH ¢ uenbio umXx
NPOTMBOMNPAaBHOIO UCMOSb30BaHWS;

XULLIEHNS NePCOoHarnbHbIX AaHHbIX 13 6a3 gaHHbIX MCIOH;

NPOTMBO3aKOHHOIrO cbopa, HaKOMMeHUss U UCMONMb30BaHUSA MNepPCOHarnbHbIX
AaHHbIX;

nepexsara nepcoHarsribHbIX JaHHbIX TEXHNYECKUMU cpeacTBamMu;
BHEJPEHNS JJIEKTPOHHbLIX YCTPOMCTB CbemMa WHJdopMauum B TexXHU4YecKue
cpeactBa VCIIOH, cuctembl CBA3M M nepefayvyn OaHHblX, a Takke ChnyxebOHble

NOMELLEHMS 1 KabMHEeTbl PYKOBOAUTENEN;

YHUUTOXEHUS!, TMOBPEXOEHWsl, HapylweHUs WM XULWEHUS  3NEKTPOHHbIX
(MaLUMHHBIX) 1 OPYrMX HOCUTENEN NepCoHarbHbIX AaHHbIX;

HaBA3blBaHWS NTOXHON MHOPMaLMM B CETAX Nepeaayn AaHHbIX U FIMHUSAX CBA3K
HenaptameHta n YO,

HapyweHnAa YCTaHOBJIEHHbIX OrpaHVI‘-IeHVIﬁ Ha pacnpocTpaHeHne 1 AOOCTyn K
nepcoHalsibHbIM JaHHbIM.

3.1.2. Yrpo3bl MHhoOpMaLMOHHON UHDpPaACTPYKType



Y rpo3bl THGOPMALMOHHON NHAPPACTPYKTYype NPOSBIIAIOTCS B BUAE:

HapyLLEeHNs1 TeXHOorMm o6 paboTKn NepCoHarnbHbIX LaHHbIX;

HapyLLEHNs1 aipeCHOCTU U CBOEBPEMEHHOCTN MHGOPMALMOHHOIO OOMEH3;

BHEOPEHNS B TEeXHWYECKMEe U TMporpaMMmHble CpeacTtBa  cneumanbHbIX
KOMMOHEHTOB, He MNpefyCMOTPEHHbIX  (PyHKUMOHANbHLIM  Has3Ha4yeHnem wu
AOKYMeHTaumen Ha 3TN N3fenns;

BHEOPEHNS W pacnpoCTpaHEeHUs nporpamMM, HapyLlalwyx HopMasibHoe
dyHKumnoHupoBaHme WCTIOH, cuctem CBA3WM M nepefadn faHHbIX, B TOM 4ucre
CUCTEM 3aLlmThbl NepPCOHasbHbIX AaHHbIX;

YHUUTOXEHNS, NOBpeXaeHUs, 6I0KNPOBaHUA, PagnoaIEKTPOHHOIo NogaBneHns
nnn paspyweHns TexHudecknx cpeacts WCIIOH, cuctem cBA3M M nepefayu

AaHHbIX;

XVLLEHNSA NPOrpamMMHbIX nnm annapaTHbIX KIroyen, cpencTts
KpunTtorpadpmyeckomn 3amTbl MHopMaLnuy;

BO3JENCTBMA Ha MapONibHO-KMOYEBbLIE CUCTEMbI 3alUUTbl MNEPCOHarnbHbIX
AaHHbIX.

3.1.3. Yrpo3bl npaBam rpaxaaH B cpepe obpa3zoBaHuA

,D,aHHbIe Yrpo3bl NPOABIIAOTCA B BUAE:!

HeCaHKLIMOHNPOBAHHOIO AOCTYNa NOCTOPOHHMX NUL, K NepCOHarbHbIM OaHHbLIM
C Lenbl NPOTMBOMPABHOIO UCMONb30BaHMS (Hanpumep, M3MEHEHUS pe3yrbTaToB
KOHTPOMbHbIX MEPOMPUSATUI);

nony4vyeHund CBEeOEHUN O KOHTPOJIbHbIX U3MEPUTESIbHbLIX MaTepuanax;,

HaBA3bIBaHUA NoAdpacTarwemMy TOKOJIEHUKD  JTIOXKHbIX o0LLe4enoBeyeckmx
LLEHHOCTEWN, HPaBCTBEHHOIO pPa3JioXeHUA, pa3xXuraHmnd MEXXHaLIMoHarnbHoOM PO3HN U

T.0.

3.2. ACTOYHUKM Yyrpo3 MHOopMaLMOHHON Ge30nacHOCTHU
NepcoHanbHbIX AaHHbIX



NCTOYHMKM yrpo3 MHGOpMaLMOHHON 6€e30nacHOCTU MepcoHarbHbIX AaHHbIX
nogpasfensitoTCA Ha BHELWHVE U BHYTPEHHNE.

K YNCITy BHELWWHNX NCTOYHUKOB YIrpO3 OTHOCATCA.

OEATENbHOCTb MOSMMUTUYECKUX, IKOHOMUYECKMX, OOLLUECTBEHHBLIX CTPYKTYP W
OTAEnNbHbIX NUL, HanpaBreHHasi Ha NPOTUBO3aKOHHOE O00bIBaHME NMepCoHarbHbIX
OaHHbIX, HapyLeHWe MpUHLMNOB [OCY4ApCTBEHHOM MNOMUTMKM B obracTtum
obpa3oBaHus;

MHCPOPMALIMOHHbLIA  TEppopM3aM C  Lenbl  AecTtabunmsauum  CUCTEMbI
obpasoBaHusi KpacHogapckoro kpasi;

CTUXUWHbIE BeacTBUA 1 KaTacTpodebl.
K BHYTPEHHUM MCTOYHUKAM Yrpo3 MHopMaLMOHHOM Be30NacHOCTM OTHOCATCS:

HenpegHaMepeHHble  BO3OEUCTBMST Ha  NOPSiAOK  paboTbl  cpeacTts
BbluncrimtensHon TexHukn WCIIOH, Bbi3BaHHblE HU3KOW  KBanudmkaumen,
HEBHMMATENBHOCTbLIO UM HEQUCLUNIIMHNPOBAHHOCTBLIO COTPYAHMKOB Y O;

HECaHKLMOHNPOBAHHbIE OENCTBUSA COTPYAHUKOB, HaMpaBfieHHbIE Ha MOydYeHne
NepCoOHarbHbIX AaHHbIX, W3MEHEHWEe pPe3yNnbTaToB 3K3aMEHOB, MOfyYeHne
KOHTPOMNbHbIX W3MEPUTENbHbIX MaTepuarioB M T.4. NPOTUB MpaBwun AocTyna
NMHPOPMaLMOHHbIX cucTem Y O;

aenctene wunn  6e3gencTenme  COTPYOQHMKOB, MOBreKkwee 3a cobom
HEeCaHKLMOHUPOBAHHLIM OOCTYN K MepCoHarbHbIM JaHHbIM, HapylleHue npas u
MHTEPECOB HECOBEPLUEHHONETHUX N T.4.;

NPOTMBOMNpPaBHblE  OEUCTBUA  COTPYOAHMKOB  CTOPOHHMX  OpraHuMsauun,
OCYLLUECTBIIAIOWMX MOCTaBKYy, YCTAHOBKY W CeEpBUCHOE OOCnyvBaHME CpencTB
BblYUCUTENBbHON TexHMKM YO, nporpammMmHoro obecneyeHusi, obopynoBaHus CBA3U
nT.A.;

NPOTUBOMNPaBHbIE [OENCTBUA COTPYAHUMKOB CTOPOHHUMX OpraHusauuim  unu
noceturernemu, Haxo4ALLMXCS BHYTpU nepumeTpa MHJpopMaLMOHHOM
MHPpacTpykTypbl YO,  NOMb3yloWMXCs  JlIoKanbHbIMWU  MHGOPMALMOHHBIMU
pecypcamn YO un (Mnm) numeromx 4ocTyn K CpeacTBam BblIYUCITIUTENBHON TEXHUKU
YO;

HECOBEPLUEHCTBO CUCTEMbl OGecrneyeHust UHGopMaLMOHHOW 6e3onacHoOCTU
YO, OTCYTCTBME YETKOro MexaHu3ma pasrpaHu4YeHnst NonmHOMO4YMIA Nnonb3osarernei
1 JOCTyMa K NepcoHanbHbIM AaHHbIM Y UHOW MHAOPMAaLIMK OrpaHNYEHHOro A0CTyNa;



MCMNONb30BaHNE UMMOPTHBLIX TEXHUYECKMX CPEeACTB U NPOrpaMMHbIX NMPOOYKTOB,
OTCYTCTBUE PErNaMEHTMPOBAHHON MOMUTMKM MO YHUMKAUUM U CTaHAapTu3auun
annapaTHO-NporpamMMHbIX cpeacTs, BHeapseMbix B YO;

HegocTaTouHas KoopAauHauma agestenbHocT [enaptameHta o YO no
obecnevyeHno MHdopMaLMoHHOM 6e30MacHOCTU NePCOHarbHbIX AAHHbIX;

OTKa3bl TEeXHU4EeCKUX cpegctB w cbon nporpaMmmMHoro obecnevyeHus B
I/IHC*)OpMaLI,I/IOHHbIX cuctemax YO, cuctemax cB3u u nepegadn gaHHbIX.

4. OCHOBHbIEe NPUHUUMNbI U Mepbl N0 06ecnevYeHnto
UHOpMaLUOHHON 6e30MaCcHOCTU NepCoHaribHbIX AaHHbIX

4.1. OCHOBHbI€ NPUHLMUNbI 06ecneYyeHUss MH(pOPMaALMOHHOW
0e30nacHOCTU NepCcoHanbHbIX AaHHbIX



NHpopmaumoHHaa  nH(ppacTpykTypa OorkHa  obecnevmBaTb  HagexHoe
B3anmopgencTaeme mexay pasnuyHoivmn YO n lenaptameHToM 06pa3oBaHns 1 Hayku
B XoOoe noBcedHeBHOM  obpasoBaTenbHOM  OEATENbHOCTM, a  Takxe
CaHKLMOHMPOBAHHOE B3aMMOAENCTBUE C BHELLHMMN aboHeHTamu: deaeparnbHbiMU
opraHamm  UCNOSIHUTENbHOM  BflAaCTW, OpraHamu roCyd4apCTBEHHOM BriacTu
cydbektoB Poccunckon Pepepauunn, opraHamm MECTHOMO CcamoynpaBfieHus,
OPUANYECKUMN NULLIAMIN Pa3SIUYHBIX OpraHM3aLMOHHO-NPaBOBbLIX POPM.

Cuctema obecnevyeHnss MHopMaLIMOHHOM Ge30MacHOCTM [oMKHA CTPOUTLCS
Ha CreAyHLLMX OCHOBHbIX MPUHLMMAX:

COOTBETCTBUA pearnn3yembiX B HeEW OpraHuM3auMOHHO-TEXHUYECKUX peLleHuin
TpeboBaHnsiM  3akoHogaTtenbctBa Poccuirckon denepaumm, HOPMaTUBHBIM
AOKYMeHTaMm dpefeparnbHbIX OpraHOB MCMONHUTENBHOM BracTW, YNOSIHOMOYEHHbIX
Ha OCYLUECTBJIEHNEe [OedATeNbHOCTM B Ccdepe 3aumTbl MHopMauuu, a Takxe
pekoMmeHaauunam PocobpasoBaHus;

eQWHCTBA pPYKOBOACTBA B BOMNpOcax onpegerieHns n peanu3aunmn oblien
cTpaterMm npoTMBOAEUCTBUS WHAOPMALMOHHBIM Yrpo3aM, Hay4yHO-TEXHUYECKOW
NONMUTUKM U MeToan4eckoro obecnevyeHnss MHpopMaLNOHHON Be30NacHOCTHU;

HenpepbiIBHOCTU C*)yHKLI,I/IOHI/IpOBaHI/IFI;

OLEHKN 3(pPeKTMBHOCTU M AOCTATOMHOCTU MNPUHMMAEMbIX Mep 3almTbl U
KOPPEKTUPOBKM MX COCTaBa U COOEPKAHUS;

CcnocobHOCTM K MacTabupyemMocTn U MogepHM3aumn npu nosiBfieHNM HOBbIX
yrpo3 1 06 bEKTOB 3aWMTbI MHGOPMALLNK;

MUHMMM3aUUN 3aTpaT Ha ee co3gaHue M NnoadepXaHue B akTyarlbHOM
COCTOSAHWUM;

COOTBETCTBUA TpeboBaHUN No obecnevyeHno MHopMaLNoOHHON Be30NacHOCTH,
npeabaBnsieMblX K CO34aBaeMblM  (MOOEPHU3MPYEMbIM)  MHGOPMALMOHHBIM
cuctemMam, cMcTeMam CBA3N U nepenayvn AaHHblX, pearnbHbIM yrpo3awm;

NPUMEHEHUs npowealmx B YCTAHOBMEHHOM MOpPSAKe npoueaypy OLEHKM
COOTBETCTBMS CpeacTB 3awmTbl MHGOPMaLIUN.

4.2. Mepbl o6ecnevyeHnss MHpopMaLMOHHON Ge30nacHOCTHU
NepcoHanbHbIX aHHbIX



Mepbl obecneyeHnss WHGopMaunMoHHOM 6e30MacHOCTU  OOMKHblI  HOCUTb
yrnpexgalowmn xapaktep U 6biTb HanpasBfieHbl Ha NpeaoTBpalleHne MHLUOEHTOB,
peanuayloLmx yrposbl MHopmaLMoHHoON 6e30nacHoOCTH.

B uenax Hentpanusaumm yrpo3 MHopMaLnoHHOM 6e30nacHOCTU NPUMEHSAIOTCS
NnpaBoOBble, OpraHM3auMOHHbIE W OpraHM3auMOHHO-TEXHUYECKNE Mepbl 3almThbl

NHJpopMaL K.

MpaBoBble Mepbl NpegycMaTpuBaloT pa3pabotky B YO  BHYTPEHHUX
HOPMaTMBHbIX OOKYMEHTOB, PEernaMeHTUPYHLLMX BOMPOCH! 3allMTbl NEePCOHarbHbIX
OaHHbIX N MHOW MHAOpMaL MK OrpaHUYEHHOro A0CTYnNa.

C uenblo cosgaHna HeobxoaMmoro npaBoOBOro Momns  YHKLMOHUPOBAHUS
cucTemMbl WHGopmaumoHHon 6BesonacHocTu coTpygHukn YO parT nUcbMeHHoe
00Aa3aTenbCTBO O  HepasrnalleHUM MepcoHanbHbIX AaHHbIX, KOHTPOSbHbLIX
N3MEPUTENbHBIX MaTepuarioB U WHOW WHopMaumMmM OrpaHUYeHHoro gocTyna u
cobniogeHMn NpUHLMNOB rOCYAapCTBEHHOM MOMUTUKNM B obnacTu obpasoBaHus,
yKkasaHHbIX B CT. 2 ®eaepanbHoro 3akoHa N 3266-1 "O6 obpasoBaHun'.

HeBbinonHeHne cotpygHukammn YO TpeboBaHui no  MHGOPMAaLMOHHOW
6e3onacHOCTU NpUPaBHUBAETCS K HEBbLINOSTHEHMIO OOIMKHOCTHBIX 00A3aHHOCTEN U
MOXET MoBJieYb 3a COBOM, KaKk MUHUMYM, AUCLUMMIIMHAPHYIO OTBETCTBEHHOCTb.

OpraHu3aumnoHHbIe Mepbl NpegycMaTpuBatoT:

HasHa4yeHne OTBETCTBEHHbIX 3a OpraHu3aumo 00paboTkM NepCcoHarbHbIX
OaHHBbIX W  WHOM MHoOpMauMM OrpaHWYEeHHOro OO0CTyna, 3a TexXHU4Yeckoe
obcnyxvBaHMe CpeacTB 3aWuMTbl  MHGOPMaUMM U TEXHUYECKMX CpeacTs
NHGOPMALIMOHHBIX CUCTEM, 3@ XpaHEHNEe MaTepuanbHbIX HOCUTENEN NepCOoHarnbHbIX
[OaHHbIX U KOHTPOIbHbIX U3MEPUTENbHbLIX MaTepuaros;

O3HAKOMIIEHNEe PabOTHMKOB C BHYTPEHHUMW W BHELLUHUMWU [OOKYMEHTaMu B
obracTu 3almThl NEPCoHanbHbIX AaHHbIX U MHOPMAaLMN OrpaHUYEHHOro A0CTyna
o, POCMNUCH;

NOBbILLEHNE OTBETCTBEHHOCTM PabOTHMKOB U PYKOBOAUTENEN BCEX YPOBHEN 3a
BbIMOSIHEHNE YCTAHOBINEHHbLIX TPeOOBaHUI MO 3almTe NHGoPMaLLUK;

npoBeaeHNEe KOHTpomns 3a cobrnogeHrneMm paboTHukammn YO TpeboBaHUM Mo
obecrneyeHnto  6e30MacHOCTM  MEPCOHamNbHbIX  faHHbIX U MHdopMaLum
OrpaHMYEHHOro 4oCTYNa;

NOBbILLIEHNE OCBEOOMIIEHHOCTU HECOBEPLLUEHHONMETHUX W WX poauTenen B
BOMpocax MHGopMaLNOHHOM 6e30NacHOCTU U UHTEPHET-YIPo3;


http://docs.cntd.ru/document/9003751

npyem u o6paboTky obpalieHnhn KU 3anpocoB CYOBHEKTOB MNEepCOHanbHbIX
OAHHbIX UMK X NpeacTaBUTeEnewn;

yBeOMSIEHNE YMOSIHOMOYEHHOrO oOpraHa Mo 3aumte npaB CYyObEKTOB
nepcoHanbHbIX gaHHblX (POCKOMHAL3OP) o Hayane obpaboTkn nepcoHanbHbIX
AaHHbIX B CIlydadax, NpeaycMOTPeHHbIX CT. 22 152-03 "O nepcoHarnbHbIX AaHHbIX".

OpraHu3aumnoHHO-TEXHUYECKMEe  Mepbl  obecneyvyeHnst  MHApoOpMaLMOHHOM
6esonacHoOCTU NpegycmaTpuBatoT:

ycTaHoBneHne npasun goctyna Kk VCIOH B COOTBETCTBUM C AOSPKHOCTHbLIMMU
obsa3aHHOCTsAMN coTpyaHuKoB YO;

perMcTpaumo Bcex aenctaun nonob3osarenen NCIOH;

oby4yeHne nonb3oBaTesnien N nepcoHarna, ob6CnyXMBatoLLIEro CUCTEMbI 3aLMTbI
NHcopmaumm, npasunam n cnocobam paboTbl ¢ NogcMcTeMon MHGOPMaLMOHHOM
6esonacHocTtn NCIAOH;

y4yeT MalUMHHbIX HocuTenen nepcoHaribHbIX AaHHbIX;

npoeegeHne attectaumm WCIMOH no TpeboBaHusam  6e3onacHoOCTU
NHJpopMaLmu;

YHUMKaLMIO U CTaHOapTU3aUnio CPEACTB 3aLmTbl MHopMaLmm;

NCNOMb30BaHNE CEePTUPULMPOBAHHBIX CPEeACTB 3alwmTbl MHGoOpMaumm (B TOM
Yucre cpeacTs WMpoBaHUs);

npoBeaeHne aHanmaa 3GdEKTUBHOCTM U AOCTATOMHOCTU MPUHATBLIX Mep Mo
3awmTe  uHGopMauuu, pa3paboTky U peanu3auunlo  NPeariokeHun Mo
COBEpPLUEHCTBOBAHUIO CUCTEM 3aLUMTbl MHAOPMaLIK;

BbISIBNIEHNE HE3aPErMCTPUPOBAHHBLIX TEXHUYECKMX YCTPONCTB U NMPOrpaMmHOro
obecneveHunsi, B TOM YNCIe MMEIOLLErO NPU3HAKM KOHTPadiakTHOCTY;

npoTnBoaencTBmne nepexesaty nHdgopmaumm B kaHanax cessm NCI0OH;

opraHusauunio 6esonacHoro gocTyna K pecypcam cetu VIHTEPHET U KOHTEHTHYHO
dmnNbTpauuno MHTEPHET-TPadMKa;

pe3epBupoBaHne MHGOPMaLMN 1 ee BOCCTaHOBIEHNE B Cllydae BO3HUKHOBEHNS
NHUMOEHTOB MHAOPMAaLIMOHHOM 6e30MacHOCTHY;



MCMNOSIb30BaHME  MOXAPHO-OXPaHHOW  CUrHanmmMsauum  ona  domsnyecKon
6e3onacHOCTU TEXHNYECKUX cpeacTs 1 nepcoHana NCIOH;

obecrneyeHne rapaHTUPOBAHHOW [OCTYMNHOCTU WHEOPMAaLMOHHBLIX PeCypcoB
NCIMOH ¢ nomoLbto:

pe3epBrpoBaHNA 060pyaoBaHNS U KaHanoB CBA3W;

GanaHCUMpPOBKKU Harpy3Kkn Ha cepeepa n KaHanbl cBa3u [enaptameHta n YO;

obecnevyeHns rapaHTUPOBAHHOIO 3NEKTPONUTaHKS.

KOHTPOSIb C WMCNOSIb30BaHMEM, B TOM 4uUCIie, NPOrPaMMHbIX U TEXHUYECKUX
cpeacts 3a genctBuamMu nonb3osatenen WCIIOH v peakuuio Ha HapyleHue
YCTaHOBJIEHHbIX MPaBun 3aWmTbl MHGOPMaLIUN.

BaxHoe MecTO cpean NepeducrieHHblX Mep 3aHMMalT MOTUBauUuS,

9KOHOMMYECKOE CTUMYINMPOBAHME WM MCUXONiorMdeckasl nogaepxka AeaTenbHOCTH
nepcoHarna, 3aHaToro obecnevyeHnem MHGPoOpPMaLMoHHON 6e30MacHOCTH.

4.3. OcobeHHOCTH 0GecneyeHus MH(popMaLMOHHOU 6e30NacHOCTH
nepcoHanbHbIX AaHHbIX B chepe obpa3zoBaHuA



Cneuundwmkon pabotel UCINOH OenaptameHta n YO aBnseTcs:
6onbLion o6bem obpabaTbiBaemMon MHopmaumm;
TeppuTopuanbHas pacnpegeneHHocTb YO no KpacHogapckomy Kpato;
NCMNOSfb30BaHNE KaHanoB CBA3M C HU3KOW NPOMYCKHOW CMOCOBHOCTLIO;

OTCYTCTBME  KBanMMMUMPOBaHHLIX KagpoB B obnactm obecneyvyeHus
NMHJpopMaLMOHHOM 6e30MacHOCTY;

yCTapeBLUMN NapK KOMMbIOTEPHON TEXHUKMU;
ocTaTto4yHoe (hpMHaHCUpOBaHWE BONPOCOB MHOpMaLMOHHOM 6e30MacHOCTY;

HU3KWI YPOBEHb WMHJpopMaLMOHHOM rPamMOTHOCTU nosib3oBarenemn
NMHJPOPMALLMOHHbLIX CUCTEM.

[MNepeyncneHHble dakTopbl POPMUPYIOT OOMONMHUTESbHBIE HanpaBreHus paboT
no obecne4vyeHno NHGopmMaLMOHHOM 6e30MNacHOCTU:

nfaHMpoBaHue AeATenbHOCTH nogpasgeneHumn WMHJpopMaLMOHHOM
6e30nacHOCTM C y4eTOM OrpaHNYeHHbIX MHAHCOBbLIX U NIOACKUX pecypcoB YO;

npoBegeHne MeponpuaTun no  obydeHuto coTpygHukoB YO npasuniam
6e3onacHon paboTbl ¢ MHGPOPMALMOHHBIMU pecypcamu (B T.4. B ceTu NHTepHeT).

5. PaboTta ¢ mHUMpgeHTtamm B o6nactm nHcpopmaumMoHHOMN
0e3o0nacHOCTU NepCcoHasrbHbIX AaHHbIX



MHumaeHTel B obnactv UWHdopMauMOHHOM ©e30nacHOCTM BO3HMKAKT  MNpu
HapyLLeH1n npasun n TpeboBaHnn MHoOPMaLMOHHON 6e3onacHoOCTH.

B xopoe wHumgeHTa peanmsyoTcs (MM cO3aeTCs  BO3MOXHOCTb 4SS
peanu3auunn) yrposbl UHGOpMaLMOHHOM 6e30rmacHOCTK, 4TO, Kak MNpaBuIio,
NpMBOAMT K HaHeceHuto Bpeaa YO u (Mnm) cybbekTy nepcoHarnbHbIX JaHHbIX.

PaboTta ¢ nHumgeHtammn B obnactn nHgopmawmoHHom 6e3onacHOCTM NoMoraeT
onpegenuTb Hanboree akTyarnbHble Yrpo3bl 6€30NacHOCTN NepPCoHarnbHbIX AaHHbIX
N cosgaer obpaTHylo CBA3b B cucTteme obecnevyeHnss MHAGOPMaLNOHHOM
6e3onacHOCTK, 4YTO CMNOCOBCTBYET MOBbIWEHNO OOLUEro YpPOBHSA  3alMThI
NHPOPMaLMOHHbIX PECYPCOB MHPOPMALMOHHBLIX CUCTEM NEPCOHAsTbHbBIX JaHHbIX.

PaboTta ¢ nHungeHTamm BknovaeT B cedsa 3 HanpaBfieHUs:

BbISIBIIEHME UHLMOEHTOB B 06n1acTn MHgopmMaLMoHHOM 6e30nacHOCTY;

peakumnsa Ha MHUMAEHTbI B 06nacTtn nHgopmMauMoHHon 6e30nacHOCTY;

npegynpexoeHne MHLUWMOEeHTOB B 00NnacTn MHGopMaLMOHHOM 6e30MacHOCTMW.

Pabota no BbISBAEHUIO WHUMOEHTOB B 06MactM  MH(OpMaLNUOHHON
6e3onacHOCTU BKMOYAET B cebA MeponpusiTms, HanpasreHHbIe Ha:

BbISIBIEHWE WHUMAEHTOB B obnactu WHdopMauMoHHOM ©e30nacHOCTU C
MOMOLLH TEXHUYECKUX CPEACTB;

BblFBMIEHME WHUMOEHTOB B obracTu MHopmaumoHHon 6e3onacHocTu B xoae
MEePONPUSATUIA MO KOHTPOSTO 3a 06paboTKOM NepcoHarbHbIX AaHHbIX 1 HopMaL mm
OrpaHU4YEeHHOro JOCTYyNa;

BbISIBIIEHME MHLMOEHTOB C NOMOLLLIO NepcoHana enaptamenta n YO.

Peakumsi Ha uvHUMOEHTbBI B 06nactn WHGOPMaUMOHHOM ©e3onacHOCTMU
BKIOYaEeT B ceds:

dmKcaumo nHumaeHTa B o6nactm nHopmMaunoHHon 6e3onacHoOCTHU;

onpegeneHne rpaHuy, MHUMAeHTa u ywepba (B TOM 4Yucrie noTeHunansHoro) ot
peanu3aunn yrpo3 nHdopmMaLMoHHON 6€30NacHOCTU B X04€e UHLMAOEHTA;

NMMKBMOaU Mo NocneacTBMi MHUMOEHTA U NofHoe iMbo YacTUYHOEe BO3MELLEHNE
yuwepba;



Haka3aHWe BMHOBHbIX B MHLMAEHTE MHOPMaLIMOHHOM 6Ee30nacHOCTH.
MNpenynpexaeHne MHUMOEHTOB CTPOUTCS Ha:

NIaHOMEPHOM  OEeATEeNbHOCTM MO MOBbLILEHWMIO  YPOBHA  OCO3HaHUS
MHGOPMAaLIMOHHOM 6Ge30NacHOCTM PYKOBOACTBOM U COTpyAHUKaMu [lenapTameHTa u
YO;

npoBedeHnn MeponpuaTUin no obydyeHuto coTpyaHukoB [enaptameHta n YO
npasuniam paboTbl co cpeacTeamu 3awmTbl nHopmaumm B ICTOH;

AoBeeHMM OO0 COTPYOHMKOB HOPM  3akKoHodaTenbCTBa W BHYTPEHHUX
AokymeHtoB [enaptameHta u YO, ycTaHaBnMBalOWMX OTBETCTBEHHOCTb 3a
HapyLueHne TpeboBaHnn MHGOPMaLMOHHOM 6e30NacHOCTY;

pasbsCHUTENbHOM  paboTe C  YBOMbHAWMMUCA  COTPyOHMKaAMU U
COTPYAHMKaMU, MPUHMMAOLLMMNCS Ha paboTy;

CBOEBPEMEHHON MoOAEpPHM3aLMN CUCTEMbI ObecnedeHust WHGopPMaLMOHHOM
6esonacHocTn UCTIOH ¢ y4eTOM BO3HMKHOBEHMSI HOBbIX Yrpo3 MHGOPMAaLMOHHOWN
©e3onacHoOCTU;

CBOEBPEMEHHOM OBHOBIIEHUM MporpamMHOro obecneyvyeHusi, B ToM Yucre 6as
CUrHaTyp aHTUBUPYCHbIX CPEACTB.

5.1. MpUYMHBLI MHUMAEHTOB B 06nacTu MHPoOpPMaLMOHHON
Ge3onacHoCTHU



[MpyynHamMmmn NHUMOEHTOB B 00f1acTn MHOPMaLMOHHON 6e30MacHOCTU ABNSAOTCA:

aenctene BpaxaebHbix mHTepecam [enaptameHta m YO opraHuMsaunm wm
OTAENbHbIX NnL;

OTCYTCTBME MEPCOHANbHON OTBETCTBEHHOCTWU 3a HEBLIMNOSHEHNE TpeboBaHWi
3awmTbl MHdOpMaLnK;

HegocTatodHas pabota € nepcoHarioM Mo cobnogeHuo Heobxoanumoro
pexMa KOHMOEHUMANbHOCTU MEPCOHarnbHbIX AaHHbIX U MHOW WHMopmaumm

OorpaHn4eHHoro gocTtyna,

OTCYTCTBME MOpasibHON U MaTepuasnbHOM CTUMYNSLUK 3a CobnoaeHne npasun
n TpeboBaHnn MHGOPMaLMOHHOM 6e30MNacHOCTY;

HegocTaTo4YHas TeXHM4Yeckas OCHaLLEHHOCTb nogpasaeneHnin
NMHJpopMaLMOHHOM 6e30MacHOCTY;

COBMeLLEHMEe AOIMKHOCTHBIX 06513aHHOCTEN MO pa3paboTKe M COMPOBOXOEHUIO
MM COMPOBOXIEHNIO 1 KOHTPOIO 3a MHGOPMALIMOHHBIMU CUCTEMaMU;

HanMyMe  MPUBUIENMPOBAHHbIX  OECKOHTPOSbHbIX  Mofb3oBaTernien B
MHJPOPMaLIMOHHOW CUCTEME;

npeHebpexeHne npasunamm n TpedboBaHnaMmU MHGOOPMaLMOHHON 6e3onacHOCTH
coTpyaHukammu JenaptameHTta un YO,

ApYyre NpUYrHBb.

5.2. PaccnegoBaHue MHUMAEHTOB B 06ractn nHcpopmMaLMOHHOMN
Ge3onacHocTH



PaccnegoBaHne uvHUMOeHTOB B obnactm uHdopmaunoHHON 6e30nacHOCTH
JOJDKHO BKIlOYaTh B cebsa:

dopMMpOBaHME KOMMUCCUMM MO paccrnegoBaHMIO UMHUMOEHTa B obnactu
NMHJpopMaLMOHHOM 6e30MacHOCTY;

onpeaneneHune rpaHny nHunageHTta - VIHCbOpMaLI,VIOHHbIX pecypcoB, TEXHNYECKUX
cpeancTB u nepcoHasna, 3atTpoHyTbiX UHUNMOEHTOM;

onpeaeneHe NpuUyYnH MHUMAEHTa, (akTOpOoB, BIMSIIOLLMX Ha BO3HUKHOBEHWE
NHUMOEHTA;

onpenerneHe y4acTHUKOB MHUWOEHTA;
onpeaeneHve NocneacTBUN MHUNAOEHTA;
COCTaBIEHWNE 3aKIlo4eHNs NO pe3ynbTaTam paccrnenoBaHus;

BblpabOTKy pekoMeHOauui no npenoTBpPaLLEHN0 BO3HUKHOBEHUS MOAOOHLIX
MHUMOEHTOB B OyayLUeMm.

5.3. PaboTa c nepcoHanom no npeaynpexaeHMo UHLUNOEHTOB

Kak npaBuno, cambiM crabbiM 3BeHOM B sobon cucteme 6e3onacHoCTU
ABnsieTca YenoBek. Hannumne coBpeMeHHbIX 4OCTYMNHbIX CNOCOO60B BO34ENCTBUA Ha
nepcoHarn, Takux Kak couunarnbHasi MHXeHepusi, OMLLMHE, NogMEHA 3NeKTPOHHbIX
NOEeHTUGMKAToOpOB, HOMEPOB TenedoHoB W T.4., [OenaeT nosb3oBaTens
NHPOPMALMOHHON CUCTEMbI 4acTbiM OOBHLEKTOM BHUMaHUS  3I0YMbILLIEHHMKA.
[loaToMy HanpaBneHne paboTbl C  MepcoHanioMm  SBRASeTCA  OCHOBHbIM
HanpaBrneHnem padoTbl nogpasgeneHn tHdopmaLMoHHOM 6e30nacHOCTH.

B pabote ¢ nepcoHanomM OCHOBHOW yrnop OOSPKEH [enaTbCs He Ha HakasaHue
COTpyOHWKA 3a HapyweHua B obnactm uHdopMaunoHHoOM Ge3onacHoCTW, a Ha
noowpeHre 3a Hagnexawme BbINofHeHMEe TpeboBaHu  MHAOPMAaLMOHHOM
6e3onacHoOCTK, MpOsiBfiEHME JIMYHOM WHULMATMBbLI B YKPEnSeHUn CUcTeMbl
NMHJpopMaLMOHHOM 6e30MacHOCTM.

[MepcoHan [enaptameHTa nm YO €BRseTCsa Takke BaXHbIM WUCTOYHUKOM
cBegeHun o6 nHumngeHTax nHopmanMoHHon 6esonacHocTu. MNMNoaToMy HeobXo4MMO
AOHECTU 4O COTPYAHMKOB MHA)OPMAaLIMIO O TOM, YTO ONepaTMBHO NpeocTaBsieHHbIe
cBedeHns 06 mHuuaeHTe MHGopMauMoOHHOM 6€e30MacHOCTU SIBMSIOTCA MOBOAOM
ana  cMardeHnss nmMbo  OTMEHbl Haka3aHusl 3a  HapyweHue TpeboBaHuK
NMHJpopMaLMOHHOM 6e30MacHOCTMI.



6. OpraHnsaumMoHHass OCHOBa cUCTeMbl obecrne4vyeHus
UHOpMaLUOHHON 6e30MacHOCTH

OpraHusaumoHHasi ocHoBa cucTeMbl  obecnevyeHnss  MHGOPMALMOHHOWN
BGe3onacHOCTM JOIPKHA peLuaTh criegyoLlme OCHOBHbIe 3a4auu:

dopMMpPOBaHNE W COBEPLLEHCTBOBAHME [OOKYMEHTAlbHbIX W  TEXHUYECKMX
9NEMEHTOB cuUcTeMbl obecneveHns NHpopmMaLnoHHON 6e30nNacHOCTHU;

obecneyeHne COOTBETCTBMS OpraHvM3auuu 3almTbl MNepcoHarbHbIX AaHHbIX
YyCTaHOBIIEHHbIM TPeOOBaHNSAM;

peanusauna eauHon TEXHUYECKOW MOMMTUKM MHEopMaLMOHHOM 6e3onacHoCTH
B cdpepe obpasoBaHusa KpacHogapcKkoro Kpasi;

MOHUTOPWUHI BHYTPEHHUX M BHELUHUX YCIOBUN (PYHKLMOHMPOBAHUA OOBHEKTOB
3awmThbl, aHanm3 adopeKTMBHOCTY ynpaBSieHNsA 3awmTon NHpopMaL v U NOAroToBka
PELLEHNMN MO KOPPEKTUPOBKE COCTaBa W COAEPXaHUS CTPYKTYPHbIX SJIEMEHTOB
cucTembl obecneveHns nHgopmMalMoHHOM 6e30nacHOCT.

OCHOBHbIMW y4aCTHUKaAMU OpraHM3aLMOHHOM OCHOBbI CUCTEMbI O0becneyeHus
MHopMmaumnoHHon 6e3onacHocTu cdepbl obpasoBaHust KpacHogapckoro Kpas
ABNSAOTCS:

pykoBoguTenb [lenaptameHTa obpasoBaHnst U HayKu;

3aMeCTUTENb PYKOBOAUTENS, KYPUPYIOLLMA BOMPOCHl 3almTbl NepCOHarnbHbIX
OaHHbIX, KOHTPOSbHbLIX W3MEPUTENbHLIX MaTepuanoB W WHOWM UHAopMaLmm

orpaHn4eHHoro gocTyna;

CTPYKTYpHOe nogpasgerneHue [lenaptameHta, OTBETCTBEHHOE 3a OpraHusauuio
paboT no 3awmTe nepcoHarnbHbIX AaHHbIX B YO KpacHogapcKoro kpasi;

pykosoautenm YO;
OTBETCTBEHHbIE 32 OpraHM3aumno 06paboTkm nepcoHanbHbIX AaHHbIX B YO.
OTBeTCTBEHHOCTbL 3a obecneyvyeHne UHdoOpMauMoHHOM  He3onacHoOCTU

NepCcoHanbHbIX OaHHbIX W MHOW WHGopMauum orpaHudeHHoro goctyna B YO
BO3naraeTcs Ha pykoBogutenen YO.

7. JoKkyMeHTanbHas oCHoOBa CUCTeMbl obecnevyeHus



UH(OpMaLMOHHOM 6e30NacHOCTN NepPCOHaNbHbIX AaHHbIX



[na obecneveHns oeaTenbHOCTU NO 3almTe NepcoHarnbHbIX AaHHbIX B YO MoryT
paspabaTbiBaTbCs crieqyowme BHYTPEHHNE JOKYMEHTDI:

OOKYMEHT, onpegensiooumin  normtuky YO B OTHOWweHuM o0b6paboTku
NepCcoHarnbHbIX AaHHbIX U CoAepXalUMn CBeEHUS O peanuayeMbix TpeboBaHUAX K
3amTe nepcoHarnbHbIX AaHHbIX;

yBEOMIIEH/E YMONMHOMOYEHHOTO OpraHa Mo 3aWmTe npaB CyObEKTOB
NepcoHarnbHbIX AaHHbIX UMK CripaBka O NPUYUHAX HEYBEOOMITEHUS;

AOKYMEHTbI, NoATBEPXAaloLLme 3aKOHHOCTb 06paboTKM nepcoHasbHbIX AaHHbIX
(moroBopa ¢ cybbekTamu, MUCbMEHHbIE corflacus Ha obpaboTKy nepcoHarnbHbIX
AaHHbIX, HOpMaTMBHbIE akTbl Poccunckon depepaumm), ycTaHaBnMBatoLLme Lienn,
YCIOBUS, KaTeropmm 1 cpokn o6 paboTkn NepcoHarnbHbIX AaHHbIX;

npukas O Ha3HaA4YeHUM OTBETCTBEHHOrO 3a opraHmsauuio obpaboTku
NepcoHanbHbIX AaHHbIX B YO;

nepeyvyeHb COTPYyOHWMKOB, WMEKLWMX TMpaBO AOCTYyMa K I/IHC*)OpMaLI,I/IOHHbIM
cunctemMam nepcoHarbHblX AaHHbIX N KapPpTOTEKaM,

NpyKas 0 Ha3Ha4YeHM OTBETCTBEHHbIX 3a TEXHUYECKOE 0B CnyXMBaHNE CpeacTs
BbluncrmrenbHon TexHmnkn MCI10r;

A OKYMEHT, yCTaHaBMBaloLLMin npoueaypsbl, HanpasBrieHHble Ha
npenoTBpalleHne W BbISIBIIEHME HapyLleHun 3akoHogarternbctBa Poccumnckon
denepaunn, yctpaHeHue nocrneacTBmi Taknx HapyLLEHNIA;

AOKYMEHTbI MO NPUMEHEHNIO MPaBOBbIX, OPraHM3aLMOHHbBIX U TEXHUYECKMX Mep
no obecneyeHno 6e30MacHOCTM MNEepPCOHamnbHbIX AaHHbIX B COOTBETCTBUM CO
ctatben 19 152-03 "O nepcoHanbHbIX AaHHbIX";

AOKYMEHTbl MO KOHTPOMKO 3a MpUHMMAEMbIMM MepaMmn Mo obecnedeHuto
6e3onacHOCTM NepCoHarnbHbIX AaHHbIX U oueHKe YPoBHS 3awmieHHocTn ACTIOH;

OOKYMEHTbI MO OLeHKe Bpeaa, KOTOpbI MOXET ObiTb MpuYmnHeH cybbekTam
NepcoHarbHbIX [AaHHbIX B Clydae HapyweHua TpebosaHun 152-&3 "O
NepcoHarnbHbIX [AaHHbIX", COOTHOLIEHWE YyKas3aHHOro Bpeda W NPUHUMaEMbIX
onepaTopoM Mep, HanpasreHHbIX Ha obecneyeHne BbINONMHEHNA 00A3aHHOCTEN NO
3almTe nepcoHarbHbIX JaHHbIX;

AOKYMEHTbl MO O3HAaKOMSIEHUIO/ODYYEHNIO COTPYAHUMKOB C  MOSIOXKEHUSIMA
3akoHogartenocTtBa Poccuinckon denepaumm B obnacty nepcoHarnbHbIX AaHHbIX, B
TOM 4ucne TpebOoBaHUAMM K 3almTe NepCcoHarnbHbIX OaHHbIX, AOKYMEHTamu,



onpegendalowmMn NofIMTUKY ornepartopa B OTHOLLUEHUAN 06p860TKI/I nepcoHarlribHbIX
OaHHbIX, JIOKalibHbIMW aKTaMK Mo BOMpPoOCam 06p860TKI/I nepcoHaribHbIX AaHHbIX;

AOOKYMEHTbI, YyTBepXaawuwme MecCTa XpaHEeHUA MaTepualribHbliX HocuTenen
nepcoHarsribHbIX AaHHbIX 1 OTBETCTBEHHbIX JI1LL;

OOKYMEHT, onpeaensitopmn yrposbl 6€30nacHOCTU NePCOHarnbHbIX AaHHbLIX MPU
nx obpabotke B UCIOH;

OOKYMEHTbI,  MNoATBEPXOAlOWME  YHUYTOXEHMEe,  O00e3nuuMBaHne  unm
6oKMpoBaHME NepcoHarbHbIX AaHHbIX, Lenn 06paboTkM KOTOPbIX 4OCTUMHYTHI;

004a3aTenbLCTBO O HepasaweHnn nepcoHasribHbIX aHHbIX.

8. TexHU4yeckass ocCHOBa cucTeMbl ob6ecneyeHus
WHOpMaLMOHHOM 6e30MacHOCTU NepCcoHanNbHbIX AaHHbIX



TexHndeckaa 3aumta WCIIOH ocywecTBngeTca Ha OcCHoBe TpeboBaHuK
pykoBogsaumx aokymeHToB ®CTIK n PCB, ¢ yueTom Moaenm yrpos.

CocTaB 3awmTHbIX noacuctem VNCIOH moxeT BKNoYaTb B cebs:
nogcucTemMy ynpasneHusa JOCTYNOM;

nogcucTemMy permcTpaumm n y4eTa;

nogcuctemy obecneyeHus LLeNOCTHOCTMU;

noagcucTeMy aHTUBMPYCHOW 3alLMThI;

nogcucTemMy obHapyXeHus aTak;

nogcuUCTEMY 3alMThbl OT yTeYeK 3alumuaeMon nHgopmMawmu;
nogcucTemMy aHanmaa 3almLweHHOCTY;

noagcucTemMy pe3epBMpoBaHns 1 BOCCTaAHOBNEHWS MHAOpMaLLUW;
noagcucTeMy rapaHTUPOBAHHOIO ANIEKTPOMUTAHWS;

nogcucTemMy ynpasreHus cpeactBaMm 3amTbl MHopmau mm;
NoACUCTEMY MEXCETEBOIO 3KPAHUPOBAHUS;

nogcucTemMy Kpuntorpadmyeckon 3almTbl KaHarnnoB CBSA3MK;
nogcucTemy LWnMgppoBaHna HocuTenen nHdopmaL,uu;
nogcucTemMy Koppenauum cobbiTU MHGOPMaLMOHHOM BEe30MacHOCTMU;
nogcuctemy obecnevyeHmsi MHXXeHEPHO-TEXHUYECKON 3aLLMTI;

nogcucTemy obecnevyeHnss 3awmTbl MHOPMaLMM OT YTEYKM MO TEXHUYECKUM
KaHanam.

B 3aBuMcuMMOCTM OT akTyanbHOCTWU Yrpo3 MHGOPMaLMOHHON 6Ge3onacHoCTU
COCTaB 3alLUUTHbIX NOLCUCTEM MOXET ObITb N3MEHEH.

NCIOH OomKHbI NPOXoanTb OLEHKY 3deKTUBHOCTU MPUHMMAEMbIX Mep Mo
obecrneyeHnto 6e3onacHOCTN NepcoHanbHbIX AaHHbIX 40 BBOAA B 3KCMyaTauuto.
[MpuHaTble B akcnnyatauuio NCIOH ormkHbl NpoXoanTb KOHTPOSb 34deKTUBHOCTM



3awuTbl MHopmaumm He pexe 1 pasa B rog. OOWENPUHATON MNPaKTUKON
CTaHOBUTCHA nepuoandeckoe npoBeaeHne TeCTUPOBaHUSA Ha MPOHUKHOBEHWE C
uenbo BbiBNEHNs ©Opewen B cucteme obecnedyeHns UMHGOPMaLMOHHOM
6esonacHocTn YO.

K npoBegeHuio paboT MO MNPOEKTUPOBAHUIO U BHEOPEHUIO CPeaCTB 3almTbl
NHCopMaL MK OOSMKHbI NpUBIEKaTbCs opraHudauum, umetoume nmueHsnm GCTIK un
®Cb Ha okasaHue ycnyr B 0611acTu 3aWwmTbl KOHGMAEHUManbHON nHgopmaumn.

CpeoctBa 3awmtbl MHGoOpmauun (B TOM 4ucre cpeacrtsa  LWMdpoBaHUA)
OOSDKHBI NPOWTUM B YCTaHOBMEHHOM MNOpsiAke npouenypy OLEHKU COOTBETCTBUS,
KoTopon aBnaetcsa [[obpoBonbHas ceptudmkaums B dedepanbHOM  opraHe
NCMOSHUTENbLHOW  BMacTW, YMNOMIHOMOYEHHOM B obnactu npoTUBOLENCTBUA
TEXHUYECKMM pasBefikam U TeXHUYeckon 3awmtbl uHopmauum (PCTIK) n (nnm) B
denepansHOM opraHe WCMOSIHUTENbHOM BriacTW, YNONIHOMOYEHHOM B obnacTu
obecneyveHusa 6esonacHocTu (PCH).
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